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PROTECTION OF PERSONAL
DATA OF EMPLOYEES

ABSTRACT: Protection of personal data of employees forms part of
the concept of the right to privacy which is becoming increasingly impor-
tant with the development of various means of monitoring and control by
employers, thus creating the need for adopting the legislation that would
protect individuals from undesired data processing. The legislation that
regulates the field of data protection has created a complex system of their
protection. This paper will hence summarise those legal solutions that are
relevant to understanding the protection of personal data of employees in
the European Union law, but also in the law of the Republic of Serbia. In
addition to this, the paper will explore the right to protection of personal
data from the perspective of employees, but also from that of employers,
by analysing various means of supervision and examples from the practice.

Keywords: right to privacy, protection of employees’ privacy rights, moni-
toring of employees, employers’ responsibility, employees’ responsibility,
social networks

1.Introductory considerations

One of the many positive effects brought about by the development of
information technologies is its influence on the incredible increase in data on
nearly every individual in the world. Due to the speed and ease with which
data can be collected and abused, the question of protection of personal data
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becomes one of the most relevant issues of the XXI century.' Protection of
personal data within the right to privacy includes the aspect of protection
of the right to confidentiality of personal data. In the field of work and em-
ployment, this right is relevant both for protecting the interests of employees
and protecting the interests of employers. On the one hand, employers are
obliged to provide protection of confidentiality of employees’ data, while, on
the other hand, employees are obliged to provide protection of any data with
which they come into contact when performing their work tasks, concerning
other employees, clients or third persons.

Persons employed in the company of an employer become integrated
in the employer’s sphere of decision-making and influence and cannot avoid
it without losing their position. An employer aims to discover many details
related to the employees’ personality when forming an employment relati-
onship.? It appears that it is very difficult to establish an efficient protection
of personal data of an employee, because personal autonomy is in sharp con-
flict with the needs of modern employment. Namely, in the process of em-
ployment, the person seeking a job is in a subordinate position in relation to
the potential employer. The reason for this is that the said person is not only
unable to significantly influence the content of the employment contract, but
is also unable to influence the type and scope of data required as proof that
he or she meets the requirements for a particular job. In addition to this, for
the duration of the employment contract, the employee, due to a subordinate
position in relation to the employer and in fear of dismissal, cannot influence
the scope and type of data stored or additionally requested by the employer.?
It is thus necessary that all questions pertaining to protection of private data
of employees be regulated by law.

2. Legislation in the European Union

Multiple acts directly or indirectly dealing with protection of personal
data have been adopted at the European level since 1950. The first one is the
European Convention for the Protection of Human Rights and Fundamental
Freedoms, in which Article 8 guarantees the right to respect for one’s private

! Diligenski, A., Prlja, D., Cerovi¢, D., (2018). Pravo zastite podataka, Belgrade, Institute of
Comparative Law, p. 7.

2 Halbach, G, et. al., (1994). Labour Law in Germany: an overview, Bon, Federal Ministry of
Labour and Social Affairs, p. 136.

3 Obradovi¢, G., (2003). Pravo zaposlenog na zastitu podataka od znacaja za radni odnos, Pravni
Zivot, 52, (10), p. 962.
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and family life, home and correspondence. The Charter of Fundamental Rights
of the European Union* is also of particular importance. The relevance of this
Charter lies in the fact that it contains a provision on the protection of personal
data, stipulating that data must be processed fairly, for specific purposes and
on the basis of the consent of the person concerned or some other legitimate
basis stipulated by law. Everyone has the right of access to collected data con-
cerning him or her, and the right to have them rectified.” The European Union
has also adopted the Convention on the Protection of Individuals with regard
to Automatic Processing of Personal Data.® The purpose of this Convention
is to secure in the territory of each Party for every individual, whatever their
nationality or residence, respect for their rights and fundamental freedoms,
and in particular their right to privacy, with regard to automatic processing of
personal data related to them.’

Another important document passed by the European Union is Directive
95/46 on the protection of individuals with regard to the processing of perso-
nal data and on the free movement of such data.® Seeing as there were certain
doubts regarding the meaning of information, as well as regarding the subjects
and fields to which the protection extended, other supporting acts have been
passed.” However, Directive 95/46 was a cornerstone in the development of

4 This Charter was proclaimed in a joint declaration by the European Parliament, Council of
the European Union and European Union Commission at the European Summit, in Nice, on 7%
December 2000. See: Pordevi¢, S. (2011). Pravni status Povelje o osnovnim pravima Evropske
unije. Zbornik radova Pravnog fakulteta u Nisu, (58), 219-234.

5 Article 8 of the Charter of Fundamental Rights of the European Union. (2019, October 15).
Retrieved from https://en.uts.org.rs/index.php/association/about-uts/work-reports/11-dokumenti/
dokumenti/798-796

¢ This convention was opened for signature on 28" January 1981 (Convention of the Council of
Europe ETS no. 108). FR Yugoslavia ratified it in 1992 (Zakon o potvrdivanju Konvencije o zastiti
lica u odnosu na automatsku obradu liénih podataka, Sluzbeni list SRJ — Medunarodni ugovori, br.
1/92, Sluzbeni list SCG — Medunarodni ugovori, br. 11/2005 — dr. zakon i Sluzbeni glasnik RS —
Medunarodni ugovori, br. 98/2008 — dr. zakon i 12/2010).

7 Article 1, Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data, Ibid.

8 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
of such data. Official Journal of the European Communities, number L, 281, 31-50. Retrieved from
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A31995L0046

® Some of these acts are: Directive on privacy and electronic communications (Directive 2002/58
EC), Standard contractual clauses for the transfer of personal data to third countries (no. 2004/915
EC), Regulation on the protection of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free movement of such data (no. 45/2001 EC).
Diligenski, A., Prlja, D., Cerovi¢, D., (2018). op. cit., pp. 9-10.
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further EU legislation on the protection of data and right to privacy.!® One
of the reasons for this was also the fact that case law was for a long time ba-
sed on this Directive. The legal system of data protection in Europe that was
based on the Directive 95/46 was not adequate enough to accommodate for
the accelerated advancement of technology and various means of inadequa-
te collection and processing of personal data. This is why after many years
in preparation,'' General Data Protection Regulation'> was adopted in April
2016 and came into force on 25" May 2018. This Regulation constitutes a
new legal framework prescribing the use of personal data of citizens of the
European Union. It follows from the above that any organisation that in any
manner processes the data of citizens of the European Union will be requi-
red to adhere to the new rules on personal data protection, even if its seat is
outside the territory of the European Union, as is the case with the Republic
of Serbia.!? The primary purpose of the General Data Protection Regulation is
to secure respect of all the fundamental rights and freedoms, in particular the
respect for private and family life, communication, the protection of personal
data, freedom of religion, thought, freedom of expression and information,
freedom to conduct a business, the right to cultural, religious and linguistic
diversity, as well as the right to an effective remedy and a fair trial. This
Regulation also aims to provide legal transparency and security; the same
level of rights, obligations and responsibilities of individuals and institutions

10 Directive no. 95/46 primarily protected the fundamental rights and freedoms of individuals. The
protection also extended to unborn children, deceased persons and, to a certain extent, legal enti-
ties — through directors and other responsible persons in companies. It also concerned employees,
seeing as the Commission of the European Community concluded that this type of intervention is
very important in the field of labour law, and that employers and third parties must be controlled
when it comes to use of personal data for employment purposes. JaSarevié, S. (2008). Zastita liénih
podataka zaposlenih u srpskom i evropskom pravu. Pravni zZivot, 57 (12), pp. 464-465.

' The legislative procedure for adopting a regulation that would comprehensively regulate the
issues related to the data protection right began in 2012. Following the adjustment of numerous
proposals and after a lengthy public discussion and consideration of over 4,000 amendments, the
final text of the General Data Protection Regulation was adopted in April 2016. Due to its complex-
ity and the adaptation required by the institutions that needed to implement it, it was agreed that the
Regulation would come into force after a period of two years. Diligenski, A., Prlja, D., Cerovi¢, D.,
(2018). op. cit., p. 11.

12 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46. Official Journal of the European Union
(0J), 59(1-88), 294.

13 Milosavljevi¢, M., (2018). GDRP u Srbiji, (2019, 22" October). Retrieved from: https:/www.
securitysee.com/2019/08/gdpr-u-srbiji/
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that engage in processing personal data, as well as equivalent sanctions in all
European Union member states.!'*

3. Legislation in Serbia

In Serbia, it is the constitution of the Republic of Serbia'® that guarantees
the protection of personal data, leaving further regulation of this field to laws.
More precisely, a provision of the Article 42 of the Constitution provides a
guaranteed protection of personal data, while collection, storing, processing
and use of such data are regulated by law. In the very same article, the legi-
slator stipulates that the use of personal data beyond the purpose for which
they were collected in accordance with the law is prohibited and punishable,
except for the conduct of criminal proceedings or the protection of security of
the Republic of Serbia in the manner prescribed by law. Additionally, everyo-
ne has the right to be informed of their personal data collected in accordance
with the law and everyone has the right to judicial protection in cases of their
misuse. As with other human and minority rights, according to the provision
of Article 202 of the Constitution, derogation from the aforementioned may
be made only in a state of emergency and to the extent necessary.

The Serbian legislation does not specifically regulate employee privacy
as such, but rather applies the general rules on the right to privacy and the
protection of personal data to employees, which further complicates this issue
within the Labour Law framework. The Labour Law '® did not regulate the
issues of privacy rights in more detail, but only touched on this issue in seve-
ral provisions. Thus, a provision of the Article 83 introduced the principle of
protection of personal data,'” prescribing the rules pertaining to protection of
employees’ personal data. More specifically, by this provision the legislator
stipulates that an employee has the right to inspect documents containing his
or her personal data stored with the employer, the right to request the deletion
of data that are not of direct relevance to the job he or she performs, as well
as to rectify information that is incorrect. The legislator also stipulates that
personal data relating to an employee may not be made accessible to a third
party, except in the cases and under the conditions provided for by law or if
necessary to prove the rights and obligations arising from employment or

14 See: Prlja, S. (2018). Pravo na zastitu li¢nih podataka u EU. Strani pravni Zivot, (1), 89-99.

15 Ustav Republike Srbije, Sluzbeni glasnik RS, br 98/06.

16 Zakon o radu, Sluzbeni glasnik RS, br. 24/2005, 61/2005, 54/2009, 32/2013, 75/2014, 13/2017 —
odluka US, 113/2017 i 95/2018 — autenti¢no tumacenje.

17 This principle was introduced into the Labour Law of the Republic of Serbia in 2005.
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in connection with work. The personal data of employees may be collected,
processed, used and provided to third parties exclusively by an employee aut-
horized by the manager. It follows from the abovementioned provisions that
an employer needs to be mindful of how he treats employees’ personal data,
as well as of persons permitted to collect, use, process and provide those data
to the third parties.'®

The provision of Article 26 of the Labour Law stipulates that an em-
ployer may not request from the candidate information relating to family, i.e.
marital status and family planning, i.e. submission of legal instruments and
other evidence which are of no direct importance for the performance of tasks
the employment relationship is established for. In addition to the aforemen-
tioned, an employer may not condition the establishment of an employment
relationship on a pregnancy test, unless the relevant tasks involve conside-
rable risk for the health of the woman and child, as determined by a compe-
tent health-care agency. An employer may not condition the establishment of
an employment relationship on the candidate giving a prior statement on the
cancellation of employment contract. Danilovi¢! is of the opinion that these
rules are more principles than precise practical guidelines, which is why most
privacy-related dilemmas remain outside the scope of Labour Law.

The primary law in the Republic of Serbia regulating the protection of
personal data of employees is the Law on Personal Data Protection, which
came into force in August 2019.2° This law is identical to the General Data
Protection Regulation, which means that all rules regarding the protection of
personal data that apply to the members of the European Union, also apply to
Serbia.?! A relevant component here is the alignment of privacy policy with
the General Data Protection Regulation. In this regard, it is essential that com-
panies that use personal data for business purposes focus on how to obtain
consent from their employees for using their data, and also that they explain
to them to what purpose the data will be used.

18 Kuli¢, Z., Skori¢, S., (2016). Radno pravo. Novi Sad, Faculty of Law for Commerce and
Judiciary, p. 225.

1 Danilovi¢, J., (2017). Pravo na privatnost zaposlenih. Anali Pravnog fakulteta u Beogradu, 65
(2), p. 170.

2 Official Gazette of RS, no. 87/18.

2l By signing the Stabilization and Association Agreement, the Republic of Serbia committed to
aligning national legislation in the field of personal data protection with the acquis communautaire.
This issue is the subject of the negotiation chapters 23 — Judiciary and fundamental rights and 24 —
Justice, freedom and security. (Milosavljevi¢, M., op. cit.).
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4. The right to protection of personal data
of employees in modern law

In modern law, the right to privacy refers to the right of restricted access
to an individual and the right of non-disclosure of certain personal informa-
tion to other parties. There are novelties in the work process related to an
increasing use of information and communication technologies, which creates
countless possibilities, but also room for abuse. Personal data of employees
and job applicants* are necessarily stored by the employer and there is a que-
stion of what he or she will choose to do with them, i.e. if they will be used
in the best interest of employees or to their detriment.”® Nikoli¢* states that
an employer is not obliged to ask for employees’ consent to keep and process
records on them, but it is necessary to ensure that employees are aware of
the purposes for which these data will be used.” As a rule, employers sho-
uld collect all personal data only from those persons to which the data refer.
And if data collection by third parties is required, the employee in question
should be informed of this in order to be able to give explicit consent. When
obtaining consent, employers should indicate the purpose of the processing,
the sources and methods used, the type of data they intend to collect, as well
as the consequences if the employee refuses to consent, if any. On the other
hand, employees should also be informed of the consequences of violating
the right to confidentiality of other persons’ personal data. The labour law
consequences of violation of the mentioned obligation are more precisely re-
gulated by autonomous legal acts, i.e. codes of professional and ethical con-
duct at work or collective agreements.*® The decision of the Court of Appeal

22 These data are diverse and numerous and can include first name, last name, unique identifi-
cation number, age, qualification, place of residence, marital status, etc. (Brkovi¢, R. Anti¢, A.,
(2016), Zastita prava na privatnost zaposlenih in: Marija Krvavac (editor) Human Rights: Ideals
and Challenges — a scientific conference, Kosovska Mitrovica, Faculty of Law, p. 718). According
to the provision of Article 4, paragraph 1 of the Law on Personal Data Protection (Zakon o zastiti
licnih podataka, Sluzbeni glasnik RS, br. 87/2018), the Serbian legislator defines “personal data”
as “any data relating to an individual whose identity is defined or definable directly or indirectly,
especially on the basis of identity markers, such as his or her name and identification number, loca-
tion data, identifiers in electronic communication networks or one or more features of his or her
physical, physiological, genetic, mental, economic, cultural and social identity”.

2 Brkovié¢, R. Anti¢, A., op. cit. p. 718.

2% Nikoli¢, V., (2014). Zastita privatnosti na radnom mestu, Izbor sudske prakse, 22 (3), p. 13.

% Thus, the legislation prescribes, in Article 5 of the Law on Protection of Personal Data, the
principles of processing, which precisely define the way in which personal data must be collected,
stored and processed, as well as who is responsible for processing them.

% Stojkovi¢-Zlatanovié, S., Lazarevié, B. (2017). Poverljivost podataka o li¢nosti — implikacije na
polozaj zaposlenih sa stanovista sudske prakse. Pravo i privreda, 55 (4-6), p. 711.
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in Belgrade is cited as an example of violation of the right to confidentiality
and as an example of consequences of such violation on an employee’s legal
status.?” This decision rejected the claimant’s appeal against the decision of
the trial court, as it upheld the ruling rendered in the disciplinary proceedings
and the claimant was found guilty of a serious breach of duty. She was also
given a disciplinary measure and a fine.?®

Literature accounts for three types of privacy: physical privacy, deci-
sion privacy, and data privacy.” Physical privacy in the field of labour and
employment refers to the interest of the employer for the medical condition
of the employee.** Namely, an employee is required to have a certain degree
of medical fitness, which represents a condition for establishing a work rela-
tionship, depending on the nature of the work activities and the conditions in
which these activities are performed.’' Compliance with the medical require-
ments is proven by a medical certificate. From the aspect of data protection in
relation to the employee’s personality and their privacy, how far an employer
can go when gathering the data on an employee’s or a potential employee’s
medical condition is a matter of great importance. It can be argued that the
employer takes great interest in the medical condition of the employee in
order to avoid payments. On the other hand, an employer taking too much
interest in the employee’s medical condition is an invasion of privacy, even
when requested by the company doctor.*

27 Decision of the Court of Appeal in Belgrade, no. 1360/2014 dated 21.05.2014 (2019, 24*
October).  Retrieved  from:http://www.bg.ap.sud.rs/cr/articles/sudska-praksa/pregled-sudske-
prakse-apelacionog-suda-u-beogradu/odeljenje-radnih-sporova/gz1-1360-2014.html

2 The claimant was employed by a preschool institution and she provided (without the permission
of the principal) information on mothers who gave birth out of wedlock and who used the services of
this institution to a scientific research institution for the purpose of scientific research work, i.e. the
preparation of a doctoral dissertation. The court found that there had been a violation of Article 141,
paragraph 1 of the Law on Foundations of Educational System (Zakon o osnovama sistema obrazo-
vanja i vaspitanja, Sluzbeni glasnik RS, br. 88/2017, 27/2018 — dr. zakon, 10/2019 i 27/2018 — dr.
zakon), which means that the claimant had carelessly and negligently performed the duties entrusted
to her. The current Labour Law does not contain provisions on the consequences of a violation of the
right to confidentiality of information, in terms of the status of an employee who acted without au-
thorization. In this regard, one can ask whether disclosure of personal data of service users or clients
to third parties without the approval of a superior constitutes careless and negligent performance of
duties (Navedeno prema: Stojkovié-Zlatanovié, S., Lazarevi¢, B. (2017). op, cit., p. 712).

2 Moskop, J. C., et. al. (2005). From Hippocrates to HIPAA: privacy and confidentiality in emer-
gency medicine—part I: conceptual, moral, and legal foundations. Annals of emergency medicine,
45(1), p. 54.

30 Tbid.

31 Sunderi¢, B., (1986). Uslovi za zasnivanje radnog odnosa radnika, Belgrade, Nauéna knjiga, p. 120.
32 Obradovi¢, G., (2003). op. cit. p. 963.
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The decision privacy in the field of labour means non-interference of the
employer in the decision making process of the employees regarding their
activities which are not related to their work activities or assignments. Data
privacy refers to the protection from the disclosure of the employees’ perso-
nal data.** In the European practice the reference point is the idea of privacy
as a human right guaranteed by the international conventions and national
legislatures.** By concluding the employment contract this principle is regar-
ded as a form of human dignity and freedom. Therefore the employees who
are constantly and absolutely controlled by the employer and not allowed to
display any form of private life, thus being reduced to work resources only,
cannot be considered to be free and independent individuals and their human
dignity is threatened.* For the purpose of obtaining a comprehensive view of
the aforementioned form of privacy it is important to consider the decisions
of the European Court of Justice which dealt with the issue of privacy of the
employees in the work place. One of the more prominent cases is Copland
v United Kingdom.* In this case, the employer monitored the employee’s
email, phone conversations and internet searches, without the employee’s
knowledge. The employer based his defense on the claim that this form of
collecting information is justified when it comes to protecting property inte-
rests. Nevertheless the European Court held that phone conversations, email
communication and internet usage were prima facie — private life and that the
employee had reasonable expectations regarding privacy.

Accordingly, it follows that the rapid technological development has gi-
ven rise to the usage of various methods and means in the field of employee
monitoring. Hence the rest of this paper will be looking into different forms
of employee monitoring.

5. Monitoring of employees in the workplace

The interest in electronic monitoring in the workplace started in the 80s
when the US Office of Technology Assessment commissioned one of the first
analyses of electronic monitoring in the workplace. Since then electronic mo-
nitoring has evolved to such extent that today there is no work-related segment

3 Moskop, J. C., op, cit., p. 54.

3% See Universal Declaration on Human Rights, article 12, Constitution of the RS article 60.
Danilovi¢, J. op. cit., p. 174.

3% Copland v United Kingdom, Petition no. 62617/00, (2019, October 24), Retrieved from: http://
reforma.bezbednost.org/slucaj-kopland-protiv-ujedinjenog-kraljevstva/
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which cannot be seen by the monitoring technology.’” Therefore it can be said
that the information and communications technologies today are used for mo-
nitoring space, communication, and body. Namely, an employer monitoring
and collecting information on the employees by means of technology does
not constitute an illegal action. On the other hand, from the aspect of privacy
invasion this is a very delicate activity. Apparently, the employer, being the
owner of the work equipment and the business information is responsible for
security, legality, work protection, and quality and effective performing of
business activities. For those reasons they have the right, and the obligation
to take reasonable and legal measures in order to pursue legitimate interests.
The situation gets increasingly more complex when considered that for the
employee, but also for the employer, it is impossible to separate the business
and private spheres.*® Therefore the employer must use the monitoring mode-
rately, since their interest is confronted with the civil rights of the employees,
including the right to privacy among other things.

The list of technical controls, which are available and most often used
are: video surveillance, electronic or bibliometric room access control, use
of official electronic mail, use of official phones, use of the internet in the
workplace, GPS control of vehicle fleet use, social network activity, official
computer content control, polygraph testing, etc.

With the usage of video surveillance of the employees the employer
achieves two goals. The first goal concerns the completion of work obligations
and work discipline of the employees, i.e. the employee is being monitored
during work process and during working hours. This way the employer esta-
blishes whether the employee meets their working requirements and respects
their work discipline. The second goal refers directly to the work process,
which implies monitoring employees’ behaviour and determining important
facts regarding certain events, such as work-related injuries, confrontations
between the employees etc.*® It is necessary for the employer to restrict the
video surveillance to the premises which are directly connected with the work
process, which means it should not be used in the private premises of the em-
ployees such as dormitories, offices, bathrooms etc.

However, the matter of technical surveillance in the workplace in the
Republic of Serbia is completely unregulated. The system mechanisms of

37 Petrovié, D., (2017). Upotreba informaciono-komunikacionih tehnologija u svrhu nadziranja u
radnim organizacijama — slucaj Srbije. Socioloski pregled, 51(1), p. 90.

38 Nikoli¢, V., op. cit., p. 13.

3 Zarkovié, I. (2015). Mere elektronskog nadzora zaposlenih i pravo na privatnost na radnom
mestu. Nauka, bezbednost, policija, 20(3), p. 168.
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control, with the exception of the Commissioner*®, upon the reporting of in-
cidents practically do not exist. That in turn makes room for abuse or inad-
vertent invasion of privacy of the employees by the employer and creates an
unhealthy atmosphere of mistrust in organizations. Given the fact that the
surveillance equipment is available to the employers, the employees are often
not able to prove the abuse or mobbing by their superiors.*!

One of the most relevant issues from the perspective of privacy pro-
tection law is monitoring the employees’ communication. By controlling the
communication that the employess have over the phone, email or social media
profiles the employer enters the employee’s personal sphere. By using this
form of monitoring employers obtain relevant information on the behavior
and habits of the employees, and on their efficiency and effectiveness while
performing certain work tasks, which can jeopardize their right to privacy.*
On the other hand Brkovi¢ and Anti¢* consider that employers can monitor
employees’ communication if the employees are informed of such control
and if it refers strictly to the means which are related to the workplace and the
work process, and which takes place during working hours.

Given that the use of email and the internet during working hours on the
devices of the employer for private purposes has become reality for a large
number of companies Bodiroga and Martinovi¢* state that the lost work time
has become an issue for the employers, and the question arises whether it
should be sanctioned as well as whether the use of the said forms of media for
private purposes can stand as ground for dismissal. The answer to this questi-
on can be found in the recent case law of the German Federal Labour Court
which holds that the use of internet for private purposes is allowed, provided
that the said use is not specifically forbidden and that it is short term. In that
sense it is set out that a fifteen-minute usage of the internet for private purpo-
ses can be considered as breach of work obligations and may be ground for
dismissal.

0 Pursuant to the provision of article 4, paragraph 1, point 22 of the Data Protection Law,
Commmissioner for information of public importance and data protection is an independent go-
vernment body established in accordance with the law and in charge of monitoring the exercising
of Data Protection Law.

41 See: Biukovi¢, S. (2018). Uticaj mobinga na radnu sposobnost zaposlenih, Pravo — teorija i
praksa, 35(10-12), p. 103-115.

42 Snyder, J. L. (2010). E-mail privacy in the workplace: A boundary regulation perspective. The
Journal of Business Communication, 47(3), p. 268.

4 Brkovi¢, R. Anti¢, A., op. cit., p. 728.

# Bodiroga-Vukobar, N., Martinovi¢, A., (2009). Izazovi novih tehnologija na radnom mjestu,
Zbornik Pravnog fakulteta Sveucilista u Rijeci, 30, (1), p. 79.
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Regarding the use of social media employers tend to have opposing
viewpoints. Namely, some employers completely forbid the use of social me-
dia during and after working hours, while some insist on using social media
for promoting their company, products or services. Still, a lot of research po-
ints to the negative effects of a complete ban on internet use in the workplace.
It is thought that a moderate use of the internet and even social media reduces
stress at work, creates a positive work environment and increases producti-
vity.* However, despite the fact that a moderate use of internet for private
purposes can reflect positively on the employees, it can also stand as ground
for disciplinary procedure and employment termination if it is stipulated as
breach of work obligation in the internal legal acts of the employer, and pursu-
ant to article 179, paragraph 2 of the Employment law. Therefore, employees’
social media profiles more often than not affect their legal and labour status,
especially if employees disclose inappropriate information in public dama-
ging the employer’s reputation.*® In that regard, it is worth mentioning here
the case of a teacher who was dismissed for writing on her Facebook profile
that the people living in the school neighbourhood seem “arrogant and sno-
bbish” and that she does not look forward to the new school year.*’

An employer may, by using his authority forbid the employee to post infor-
mation on social media profile, referring to the article 179, paragraph 3, point 8.
The information involved are most often the ones that can damage the employer
and employee’s reputation. Still, all that can be viewed as a restriction of free-
dom of the employees since the employees’ expressing themeselves in public in
the said way and the freedom of speech are in direct correlation, rendering such
a restriction by the employer an invasion of the employees’ privacy. The content
and the information on social media are connected to the employees’ private life
and should not reflect negatively on their legal and labour status.

6. Conclusion

The issue of an individual’s personal data protection came into focus with
the development of information technologies and various means of commu-
nication which enable mass information storage, as well as easy and fast in-
formation transfer. All of this has had an influence on the development of

# Chang, S. E., Liu, A. Y., Lin, S. (2015). Exploring privacy and trust for employee monitoring.
Industrial Management & Data Systems, 115(1), p. 98.

4 Brkovi¢, R., Anti¢, A., op. cit., p. 723.

47 Sanchez Abril, P., Levin, A., Del Riego, A. (2012). Blurred boundaries: Social media privacy and
the twenty-first-century employee. American Business Law Journal, 49(1), p. 68.
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personal data protection regulation in the European Union, and subsequently
in other national legislatures. The need for this type of regulations exists, and
it is regulated up to a point in our legislature and not only for the purpose of
meeting the requirements for joining the Europen integrations, but also due
to the fact that there are different kinds of individual’s privacy and dignity
breaches in practice, which are inadmissible ad which remain unsanctioned.

The issue of employee’s right to personal data protection refers to all the
information on the employee that the employer can obtain. The employees in
turn should be informed and aware of the nature, scope and reason for which
their data is being used in advance. They should also be familiar with the use
of technical surveillance equipment. On the other hand the employer needs
to make a detailed estimate of the interest they want to obtain and whether a
certain form of technical surveillance is in proportion with the desired purpo-
se. In order to achieve this it is necessary to regulate the matter of electronic
monitoring in a normative way, and make additional regulations through the
internal legal acts of the company. In that regard, it is recommended that the
acts contain precise definition of the field to which they are applied, as well as
reasons for introducing the monitoring system, subject to the agreement with
the employees. Moreover, incomplete labour and legal regulations regarding
confidentiality protection in the field of work and employment lead to ambi-
guities related to rights and obligations of the employees and the issue of their
responsibility, leaving this area in need for a more precise regulation in our
employment legislation.

Vasiljkovi¢ Jovana
Doktorand na Pravnom fakultetu za privredu i pravosude i sekretar Farmaceutskog
fakulteta Univerziteta Privredna akademija u Novom Sadu

ZASTITA LICNIH PODATAKA ZAPOSLENIH

Rezime

Zastita licnih podataka zaposlenih ¢ini deo koncepta prava na privatnost
koji postaje sve znacajniji razvojem razli¢itih nacina pracenja i kontrole od
strane poslodavaca, stvarajuci tako potrebu za usvajanjem zakona kojim
bi se pojedinci zastitili od neZeljene obrade li¢nih podataka. Zakoni koji
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reguliSu oblast zastite li¢nih podataka omogucili su sloZen sistem njihove
zastite. Ovaj rad ¢e stoga sazeti ona zakonska reSenja koja su relevantna za
razumevanje zastite licnih podataka zaposlenih u zakonodavstvu Evropske
unije, ali i u zakonodavstvu Republike Srbije. Pored ovoga, rad ¢e istraziti
pravo na zastitu licnih podataka iz ugla zaposlenih, ali i prava poslodavaca,
analizirajuéi razli¢ita sredstva nadzora i primere iz prakse.

Kljucne reci: pravo na privatnost, zastita prava privatnosti zaposlenih,
pracenje zaposlenih, odgovornost poslodavca, odgovornost zaposlenih,

drustvene mreze
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