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LEGAL ASPECTS OF DIGITAL BANKING

ABSTRACT: The rapid development of digital banking has fundamentally
transformed the capabilities of the financial sector, offering a range of new
opportunities and challenges. This paper explores the legal aspects of the
transformation of the financial sector through digital banking. It analyzes
the regulatory framework that impacts the development and implementation
of digital banking services, focusing on key laws, regulations, and legal
standards that shape this area. The paper also addresses issues of data
security, privacy protection, user authentication, and liability in cases
of fraud or abuse. The research aims to provide deeper insights into the
legal challenges and opportunities arising from the digital transformation
of the financial sector, as well as identify potential legal frameworks and
strategies for improving the efficiency and transparency of digital banking.
The paper further examines the impact of digital banking on traditional
banking practices, including customer service, operational efficiency,
and revenue-generation models. Special attention is given to exploring
the implications of digital banking for financial inclusion, particularly in
underserved and remote communities, and its role in fostering economic
development.
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1. Introductory remarks

The banking sector plays a crucial role in the economic stability and
development of every country, including Serbia. Traditional banking, which
involves the physical presence of clients in banks, has gradually evolved under
the influence of technological innovations. In recent years, digital banking
has experienced significant growth, enabling users to conduct financial
transactions quickly and efficiently via the internet and mobile applications.

Digital banking offers numerous advantages, such as greater accessibility
of services, reduced operational costs, and increased business efficiency.
However, along with these benefits come new challenges, particularly in the
context of legal regulations and security aspects. Digital financial transactions
raise questions of data protection, fraud prevention, and compliance with the
existing legal framework.

During the transitional period, the banking sector faced significant
challenges, including a high level of non-performing loans, lack of adequate
regulation and supervision, as well as a lack of capital and technological
infrastructure. These challenges resulted in weak stability of the banking
system and limited access to financial services for citizens and businesses,
consequently causing numerous legal issues.

However, over the past decade, the banking sector in Serbia has undergone
significant changes and progress. Driven by reforms, strengthening of the
regulatory framework, and investment in modernization, the banking sector
has become more stable, efficient, and competitive.

The significance of digitalization in banking is reflected in several factors.
Digitalization opens the banking sector to new players, including financial
technology companies (FinTech) and tech giants, who offer new products
and services. Digital technologies enable banks to personalize their offerings
and provide a better user experience. Through the analysis of user behavior
data, banks can offer personalized products and services that meet the specific
needs and preferences of each user (Madir, 2024, p. 112).

This paper aims to provide a comprehensive analysis of the legal aspects
of banking in Serbia, with a special focus on digital banking. By exploring
the current regulatory framework related to digital banking, identifying major
legal challenges, and analyzing how these challenges can be overcome, this
paper will also review relevant laws and regulations, including the Banking
Law, the Law on Payment Services, and other regulations governing this area.
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2. Legal Framework of Banking in Serbia

The banking sector in Serbia is regulated by a series of laws and
regulations aimed at ensuring the stability, transparency, and efficiency of the
financial system. The key laws regulating banking in Serbia include:

— The Law on Banks'

— The Law on the National Bank of Serbia (NBS)?

— The Law on Payment Services and Electronic Money?

— The Law on the Prevention of Money Laundering and Financing of

Terrorism.*

In Serbia, the competent institutions and regulatory bodies responsible

for the regulation and supervision of the banking sector include:

— The National Bank of Serbia (NBS): The main institution responsible
for the regulation and supervision of the banking sector, which
implements monetary policy, oversees financial stability, and ensures
the application of regulations in the banking field.

— The Ministry of Finance of the Republic of Serbia: Has jurisdiction
over the financial sector and is responsible for enacting laws,
regulations, and policies in the field of banking.

— The Securities Commission: Responsible for regulating the capital
market and supervising brokerage firms and investment funds.

— The Deposit Insurance Agency: Oversees the deposit insurance system
and provides protection to depositors in case of bank bankruptcy.

The main characteristics of the legal status of a bank are: It is established
exclusively in the legal form of a joint-stock company. Headquarters must be

! This law defines the basic principles and conditions for the establishment, operation, and
termination of banks in Serbia. It regulates the structure, organization, capital, management,
supervision, and cessation of banks, ensuring the stability and integrity of the banking sector.

2 This law regulates the organization, powers, and functions of the National Bank of Serbia as the
main regulatory body in the field of banking. The NBS is responsible for implementing monetary
policy, supervising financial stability, regulating and overseeing banks, as well as protecting the
interests of users of financial services.

3 This law regulates the provision of payment services, including electronic money, payment cards,
money transfers, and other electronic transactions. The aim of the law is to ensure the security,
transparency, and efficiency of payment systems in Serbia.

4 This law aims to prevent the abuse of the financial system for money laundering and terrorist
financing purposes. It regulates the obligation of banks to apply appropriate measures for the
identification, monitoring, and reporting of suspicious transactions.
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located within the domestic territory. It must have a work permit (consent for
establishment) from the National Bank of Serbia.

Its activities include performing deposit and credit operations (mandatory
activities), and it may also perform other activities in accordance with the law
(optional activities).

As I said before, banks are established exclusively in the legal form of
a joint-stock company by domestic and foreign legal and natural persons
(founders). The process of establishing a bank involves two phases: the first
phase is the establishment of the bank in a narrower sense, and the second
phase is the registration (i.e., legalization) of the bank (registration in the
register of business entities), at which point the bank acquires the status of a
legal entity (Cari¢, Vitez, Duki¢ Mijatovi¢ & Veselinovi¢, 2016, pp. 112—113).

3. Digitization of Banking

The development of the information and communication sector influences
dynamic changes in the economy, primarily transforming the banking sector.
The effects are manifold, ranging from increased operational efficiency
and reduced data processing costs to lowering service costs for customers
(Raicevi¢, Matijasevi¢ & Ignjatijevi¢, 2012, p. 108).

Digital banking represents the application of digital technologies in
providing financial services, enabling users to conduct banking transactions
through digital channels such as the internet, mobile applications, and electronic
platforms. This encompasses a wide range of activities, including account
opening, financial management, payments, money transfers, investments, and
obtaining loans, all through electronic devices.

It transforms the way banks communicate with their clients, providing
them with greater flexibility, convenience, and speed in conducting financial
transactions. Additionally, digital banking opens doors for innovations and
new business models, offering users personalized experiences and products
tailored to their specific needs.

In many developed countries, digital banking is currently experiencing
rapid growth, with a trend towards establishing advanced e-banking
transactions (Warf, 20018, p. 67).

The development of this type of banking can be traced through several
key phases. Starting from the emergence of the first internet banking systems at
the end of the 20th century, digital banking has experienced rapid growth and
evolution over the past few decades. The development of mobile technologies
and the expansion of internet access via smartphones have contributed to the
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expansion of mobile banking, enabling users to conduct banking transactions
wherever they are. Additionally, phenomena such as cryptocurrencies and
blockchain technology have further expanded the horizons of digital banking,
opening up new possibilities for secure and transparent transactions (Vijay &
Chandrasekar, 2019, p. 11).

Digital banking involves conducting banking transactions through a
direct connection between the client and the bank using specialized software.
Thus, special software installed on the client’s computer is required to perform
transactions and store data on the changes made. (Stamatia & Angelos 2020,
p. 145).

Banks utilizing digital banking enjoy numerous advantages, some of
which are particularly significant. Establishing the image of an innovative
company capable of offering its customers the latest technological solutions is
crucial. Additionally, there are greater and better interactive possibilities — for
a bank competing for each client in market conditions, communication with
them is vital. There is also the potential for rationalizing the bank’s potential
— by transferring certain services to the internet, the bank reduces operating
costs because it does not need to open new business premises, equip them,
and hire new employees to increase the number of clients. This is especially
interesting for geographic regions where the bank does not have a network of
branches or has a small number of clients. Self-service banking is beneficial
for both the bank and the client because the client has services available 24
hours a day, 7 days a week, while the bank operates 365 days a year without
increasing the number of employees. By appearing on the internet, the bank
proves its competitive capabilities and its development as a solid, stable, and
technologically advanced company (Vuksanovi¢, 2006, p. 218).

3.1. Legal Aspects of Digital Banking and Protection

Digital banking, as part of the digital transformation of the banking
sector, is subject to strict regulation in Serbia to ensure security, transparency,
and user protection. The main laws and regulations governing online banking
include: Law on Electronic Document, Electronic Signature, and Data
Protection in Electronic Business (2017) — This law regulates the rules of
electronic business, including online banking, electronic transactions, and
data protection.

Law on Personal Data Protection (2018) — This law prescribes rules for
the processing and protection of personal data, which is crucial for online
banking and user information security.
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The National Bank of Serbia issues orders and guidelines related to
online banking, including security standards, user identification procedures,
risk management, and mandatory data protection protocols. These laws and
regulations ensure that online banking in Serbia is under strict supervision and
that banks adhere to the highest standards in user and data protection.

The security of digital banking in Serbia is ensured through the
implementation of various security mechanisms:

User authentication is a highly successful mechanism. Banks use multi-
factor authentication, such as username, password, one-time tokens, biometric
data, or SMS confirmations, to ensure that only authorized users access their
accounts.

Data encryption provides a higher level of security. All transactions
and communications between users and banks are encrypted using strong
encryption algorithms to protect data from unauthorized access. The
encryption process can be likened to an “online safe.”

Protection against cyber attacks is essential to prevent “online robbery.”
Banks implement security systems that detect and prevent cyber attacks such
as phishing, malware, and DDoS attacks to protect users and their systems.
Banks regularly update their software and systems to eliminate vulnerabilities
and ensure that users have the latest security features (Komlen-Nikoli¢, et al.,
2010, p. 45).

Banking systems are so complex, that it is essential for a court to fully
understand the weaknesses to be able to assess the evidence when faced
with dealing with disputed transactions involving ATMs and on-line banking
(Mason, 2013, p. 1).

Protection of user data and privacy is a key component of online banking
in Serbia, and banks are obliged to implement appropriate measures to protect
the sensitive information of their users. Banks establish clear privacy policies
that describe in detail how user data is collected, used, and protected, in
accordance with legal requirements (Petrovi¢, 2004).

Before collecting and processing user data, banks obtain user consent
and clearly inform them of the purpose of data collection. Banks apply strict
access controls to ensure that only authorized employees have access to
sensitive user data. Bank staff are regularly trained on how to handle user data
properly and how to recognize and respond to potential data security threats.

These security mechanisms, together with strict regulation, form the
basis for user and data protection within digital banking in Serbia.

Unlike other criminals, cybercriminals use very smart techniques to prepare
and commit crimes, making it very difficult to track them down. Detecting this
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type of crime and gathering evidence against perpetrators is quite specific.
Namely, due to the lack of physical evidence such as a body, blood, jewelry,
fingerprints, etc., it is difficult to direct and conduct an investigation. Most
cybercrime offenses are discovered accidentally or shortly after they occur, but
still, the number of detected offenses is not negligible (Bjelajac, 2013, p. 296).

4. Challenges and Limitations of Digital Banking in Serbia

One of the main challenges of digital banking in Serbia is the lack of
infrastructure and low digital literacy among the population. Although internet
penetration is increasing, there is still a significant portion of the population
that lacks access to the internet or mobile devices. Additionally, many users
are not sufficiently trained or familiar with digital technologies, making them
unprepared to use digital banking services. This situation creates barriers to
the expansion of digital banking in rural areas and among older citizens who
struggle to adapt to new technologies. Lack of infrastructure, such as fast and
reliable internet connection, can also limit access to digital banking services
in less developed regions.

Security risks and fraud pose a serious challenge to digital banking in
Serbia. The rapid development of technology opens up new opportunities for
cyber attacks, phishing, malware, and other forms of fraud. Users face the
risk of identity theft, unauthorized access to their bank accounts, and misuse
of personal data. Additionally, there is a risk of technical errors and system
failures in online banking systems that can lead to data loss or financial losses.
Banks are, therefore, under pressure to constantly improve their security
measures and educate users about the latest threats and protection methods
(Craig, 2012, p. 82).

Another challenge of digital banking in Serbia is the issue of access and
inclusivity. While digital technologies enable greater accessibility to banking
services, there are population groups that are marginalized or excluded from
digital banking. This includes older people, people with disabilities, minority
groups, and socially vulnerable communities who may not have access to or
the ability to use digital channels. This lack of inclusivity can further deepen
the financial inclusion gap and make it harder for economically vulnerable
individuals to access banking services. Banks and regulatory bodies must
work on developing strategies to ensure that digital banking is accessible to
all citizens, regardless of their social or economic circumstances.

The legal framework for digital banking in Serbia faces challenges in
terms of regulations that are not fully aligned with the rapid development
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of technology. Existing laws, such as the Law on Payment Services and the
Law on Electronic Document, Identification, and Trust Services in Electronic
Business, provide a basis for regulating digital banking, but often lag behind
technological innovations. This creates legal uncertainty and may slow down
the further development of digital services.

The state, through the National Bank of Serbia and other regulatory
agencies, plays a key role in setting the legal framework and supervising the
banking sector. Central banks are mostly nationalized or under strict state
control, directly interfering in the business activities that banks can engage
in. This includes regulating interest rates, determining credit priorities, and
ensuring financial system stability. In the context of digital banking, this
regulation is particularly important for protecting users and preserving trust
in digital banking services.

A cybercriminal’s ability to use technology and exploit the Internet
to directly access, manipulate and communicate electronic data is a basic
challenge, in the commission of cybercrime and other illicit or criminal
behaviours. Internet related technology can be used to commit crime either
entirely within a technical environment, or to facilitate conventional crime by
using various elements of networked technology (Hunton, 2012, p. 4).

Overcoming these challenges requires collaboration between banks,
government authorities, regulatory bodies, technology companies, and civil
society to ensure that digital banking in Serbia is safe, accessible, and inclusive
for all citizens. Developing integrated strategies to improve infrastructure,
increase digital literacy, and strengthen the legal framework is crucial for the
long-term success of digital banking in Serbia (Koji¢, 2015, p. 96).

5. Enhancement of Legal Regulation of Digital Banking

One of the key recommendations for improving legal regulation in the
field of digital banking in is strengthening user protection. This could be
achieved through enhancing transparency; banks should clearly communicate
with users about the terms of using digital banking services, tariffs, risks, and
user rights (Matijasevi¢ & Petrovic, 2015).

Regulatory bodies should set strict standards for data and transaction
security in digital banking, including mandatory implementation of multi-
factor authentication and data encryption. Additionally, developing effective
mechanisms for resolving disputes between banks and users of digital banking
services to ensure fair and prompt solutions in case of issues is necessary to
implement (Ferrari, 2022, p. 5).
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The modernization of legislation and regulation itself is crucial for
adapting to rapid changes in digital banking. The revision of existing laws,
where regulatory bodies regularly review and update laws and regulations
governing digital banking to respond to new technological and market trends,
is essential. A more adaptable legal framework enables faster implementation
of innovations and technological changes, thereby encouraging innovation
and the development of new banking products and services. Authorities, in
close collaboration with banks, FinTech companies, technology experts, and
other stakeholders, develop optimal regulations for digital banking (Buckley,
Arner & Zetzsche, 2023, p. 69).

Encouraging innovation and competition is crucial for the development
of a dynamic and competitive digital banking market. Open API platforms
would enable FinTech companies to develop innovative products and services
that utilize banking data and infrastructure. Authorities can provide financial
incentives, subsidies, or tax breaks for companies developing innovative
solutions in the field of digital banking.

Ensuring fair competition in the digital banking market prevents
monopolies and unfair practices, thereby promoting innovation and utilizing
market competition to improve services and lower prices. To properly
understand the channels through which digital banking can pose a threat to
monetary sovereignty, it is important to introduce the two key design features
of digital money: the stabilization mechanisms and the collateralization
(Martino, 2024, p. 3).

These are some of the ideal conditions for creating a favorable
environment for the development of digital banking in Serbia, encompassing
all legal aspects, which will benefit both banks and the financial sector, as well
as end-users of financial services.

6. Concluding considerations

Digital banking represents a key segment of the modern financial sector,
which has a significant impact on how users access and utilize banking
services. In Serbia, digital banking is experiencing growing expansion and
development, bringing numerous benefits such as greater accessibility,
efficiency, and innovation in delivering financial services.

However, despite these advantages, there are challenges and limitations
that digital banking in faces. Lack of infrastructure and digital literacy, security
risks and fraud, as well as issues of access and inclusivity, are key obstacles
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that need to be overcome to ensure sustainable and inclusive digital banking
for all citizens.

Therefore, enhancing legal regulation in the field of digital banking
plays a crucial role in addressing these challenges and creating a favorable
environment for further sector development. Strengthening user protection,
modernizing legislation, and promoting innovation and competition are key
recommendations that can contribute to improving digital banking.

Harmonizing domestic legislation with European standards, such as the
PSD2 directive, can enhance the security and efficiency of digital banking.
This includes stricter standards for user authentication and regulation of new
services such as open banking.

The implementation and oversight of laws related to data protection, such
as GDPR, are of paramount importance. It is necessary to ensure that banks
implement the latest data protection standards and that users are adequately
informed about their rights and ways to protect their data. The state and
banks should invest in citizen education programs to increase digital literacy.
This is particularly important for elderly citizens and residents of rural areas
to reduce the digital divide and enable broader access to digital banking
services. Regulatory bodies should ensure that digital banking is inclusive
and accessible to all segments of society, including persons with disabilities,
minority groups, and socially disadvantaged communities. This may involve
developing accessible digital platforms and providing user support through
various channels.

Collaboration between banks, regulatory bodies, government, and
technology companies is crucial for addressing security issues and improving
digital banking. Joint efforts to develop cybersecurity standards and protocols
can reduce the risk of fraud and cyber attacks (Craig, 2012, p. 87).

Overcoming the challenges of digital banking in Serbia requires a holistic
approach that includes legal, technological, and social aspects. With proper
regulation, infrastructure strengthening, and increased digital literacy, digital
banking can become a powerful tool for economic inclusion and enhancement
of financial services in Serbia.

Global world can create a robust digital banking ecosystem that benefits
all citizens and drives economic growth.
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PRAVNI ASPEKTI DIGITALNOG
BANKARSTVA

APSTRAKT: Brzi razvoj digitalnog bankarstva temeljno je promenio
mogucnosti finansijskog sektora, pruzaju¢i niz novih prilika i izazova. Ovaj
rad istrazuje pravne aspekte transformacije finansijskog sektora putem
digitalnog bankarstva. Analizira regulatorni okvir koji utice na razvoj i
implementaciju digitalnih bankarskih usluga, fokusiraju¢i se na klju¢ne
zakone, propise i pravne standarde koji oblikuju ovo podrucje. Rad takode
adresira pitanja bezbednosti podataka, zastite privatnosti, autentifikacije
korisnika i odgovornosti u slucajevima prevare ili zloupotrebe. IstraZivanje
ima za cilj pruzanje dubljih uvida u pravne izazove i prilike koje proizilaze
iz digitalne transformacije finansijskog sektora, kao i identifikaciju mogu¢ih
pravnih okvira i strategija za unapredenje efikasnosti i transparentnosti
digitalnog bankarstva. Rad se bavi i uticajem digitalnog bankarstva na
tradicionalne bankarske prakse, ukljucujuéi pruzanje usluga korisnicima,
operativnu efikasnost i modele generisanja prihoda. Posebna paZnja
posvecuje se ispitivanju implikacija digitalnog bankarstva za finansijsku
inkluziju, posebno u nedovoljno servisiranim i udaljenim zajednicama, i
njegovoj ulozi u podsticanju ekonomskog razvoja.

Kljucne reci: Internet pravo, digitalno bankarstvo, privredno pravo,
zastita podataka.
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